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ABSTRACT

For the obfuscation of Flow Analysis on the Android operating system, the size of the Flow Graph can be large enough
to make analysis difficult. To this end, a library in the form of aar was implemented so that it could be inserted into the
application in the form of an external library. The library is designed to have up to five child nodes from the entry point
in the dummy code, and for each depth has 2n+1 numbers of methods from 100 to 900 for each node, so it consists of a
total of 2,500 entry points. In addition, entry points consist of a total of 150 views in XML, each of which is connected
via asynchronous interface. Thus, the process of creating a Inter-procedural Control Flow Graph has a maximum of

14,175E+11 additional cases. As a result of applying this to application, the Inter Procedure Control Flow Analysis tool
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generates an average of 10,931 edges and 3,015 nodes with an average graph size increase of 36.64%. In addition, in the
APK analyzing process showed that up to average 76.33MB of overhead, but only 0.88MB of execution overhead in the

user’s ART environment.

Keywords: Android application, Flow analysis, Obfuscation
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2.2 Control Flow Graph
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Fig. 1. Example of inter-procedural control flow
graph. This graph is consists of 1 main
procedure and 2 extra procedures.
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Table 1. Comparison of tools for analyzing on
ICFG (acc. = accessibility)

ICC View acc.
Tool . . .
analysis | analysis | analysis
FlowDroid O O X
IccTA O O X
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DroidRista O X X
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Fig. 2. Overall architecture and obfuscation
pipeline of ICFGO
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Layoutinflater inflater = (Layoutinflater) context
1 | .getSystemService(Context. LAYOUT_INFLATER_SERVICE);

2 | .
ER if (complexity > 50) {
14 | viewExtender(context, inflater,
5 parentlLayout, Rlayoutview_item_iv50a);
6

(6 |}

7| ..

'8 | if (complexity > 150) {

10 for (int viewCount = 0; viewCount <
| | extraComplexity, viewCount++) {
L View view = new View(context);
112 | view.setVisibility(View.GONE);

113 | frameLayout.addView(view);

14
15 parentlLayout.addView(frameLayout);
16 | }

android:id="@+id/txt_t30b20a_b1"
android:layout_width="0dp"
android:layout_height="0dp" />

android:id="@+id/btn_t30b20a_b2"
android:layout_width="0dp"
android:layout_height="0dp"
android:focusable="false" />

Fig. 3. (Top) Java codes to inflate views from
XML or extend dynamically according to
complexity (Bottom) XML codes for Ul conceal.
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Fig. 4. Possible dummy flow from dummy entry
point to real entry point
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ALGORITHM 1: Creating Dummy Flow

Input: C : complexity.
Input: maxC : number of views in XML.
Input: maxD : maximum depth of dummy flow.
Output: dummyFlow : dummy flow of control flow
graph.
Variable: dummyViews : set of dummy views
inflated by XML.
Variable: dynamicOummyView : set of dummy views
inflated dynamically.
Variable: DEP : Dummy enty point.
procedure InflateDummyView(C)
|IF C is smaller than given complexity C DO
| dummyViews <- inflateXMLs(C);
ELSE

1
2
3
4
5 dummyViews <- inflateXMLs(maxC);
6
7
8
9

extraC <- subtract(C, maxC);

currentC <- extraC;

WHILE currentC is not reached extraC DO
dynamicOummyViews <-
inflateDynamic(currentC);

0 re—compute current complexity;

1 setObfuscation(dynamicDummyViews):
2 setObfuscation(dummyViews);
3procedure setObfuscation(v)

4 FOREACH view of set of views v DO

5

6

7

8

alnterface <- get anonymous interface;

1
1
1
1
1
1
1 DEP <~ attachListener(view);
1

1

1

setDummyFlow(DEPS);
procedure setDummyFlow(DEPS)
9 FOREACH dummy entry point DEP of set of
entry point DEPS DO
20 dummyFlow <- @;
21 SETcurrentDepth 0;
29 dummyFlow <= dummyFlow U

setDummyFlow(DEP, currentDepth);
23 procedure setDummyFlow(DEP, depth)

24 dummyFlow<- @;

25 WHILE depth is smaller than maxD DO
26 dummyMethods <- dummyMethods U
dummy methods of depth;

27 assign one of dummyMethods to DEP
randomly;

28 re—compute currentDepth;

29 dummyFlow <- DEP with dummyMethods;

30 return dummyFlow;

Fig. 5. Algorithm for creating dummy flow
from dummy entry point
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4.4 Library Extraction
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V. Evaluation
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Table 2. Graph Edit Distance based performance Evaluation

Original

ICFGO applied

j ?tf, Graph | Graph GED | Graph | Graph | GED GGEEDD% Cg,)' Incrf.ase
activities Nodes Edges @, @) Nodes Edges @, @) ' ratio
Single 2336 | 9.242 | 11578 | 5.084 | 13.092 | 18,176 6.598 56.98
activity
2 activities | 2.311 | 9.149 | 11.460 | 4.995 | 13.026 | 18.021 6.561 57.25
3 activities | 2.688 | 9.434 | 12.122 | 5.336 | 14.088 | 19.424 7.302 60.23
Uhactivities | ¢ o0 | 45404 | 53.944 | 11.832 | 54.443 | 66.275 12,331 22.85
(ServiceApp)
15 activities | 0 919 | 139 479 | 149791 | 13.473 | 153.158 | 166.631 16.840 11.24
(ServiceApp)
2l activities | 1o 900 | 983991 | 301.371 | 20.856 | 314.562 | 335.418 34,047 11.29
(ServiceApp)
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Table 3. Memory Consumption based Obfuscation Performance Evaluation (max.mem.cons. =
maximum memory consumption), (R* = Running, A* = Analyzing)
# of Original ICFGO applied R* A*
. ?t' R*max.mem. | A*max.mem. | R*max.mem. | A*max.mem. Overhead Overhead
activities cons.(MB) cons. (MB) cons.(MB) cons. (MB) (MB) (MB)
ingl
Single 3.06 1,456 3.98 1,486 0.94 129
activity
2 activities 3.92 1,624 4.54 1,472 0.66 28
3 activities 3.76 1,685 4.01 1,602 0.25 17
11 activities 10.06 1,633 11.10 1,672 1.04 95
(ServiceApp)
15 activities 7.52 1,859 8.79 1,992 1.27 133
(ServiceApp)
21 activities 11.21 2,083 12.32 2,139 111 56
(ServiceApp)
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